[image: image1.jpg]R N
NET]'IAMGE “Sales QuickTips

The know-how you need to sell the Host Access Platform
——r T






 

	March 5, 2004

Are your customers asking you about single sign-on?

Are they asking you questions about NetManage’s ability to work with LDAP (Lightweight Directory Access Protocol), user directories, X.509 certificates, certificate authorities, and access control policies?

If so, recognizing that all these pieces are part of a Public Key Infrastructure may help.

A Pubic Key Infrastructures address this key problem:  How can business critical information be exchanged privately and securely over a "public" network?" 

Specifically, how can I determine:
· Who am I actually talking to?  (authentication)

· Is this conversation private? (privacy)

· Has this information been altered? (data integrity)

· Can someone deny doing what they actually did? (non-repudiation) 

· What actions can I take? (access control lists) 

By using Public Key Cryptography (also known as asymmetric cryptography) and building an enterprise services "infrastructure" around this method, these questions can be answered reliably.
Two key pieces that make up a Public Key Infrastructure are: 
· A Certificate Server to generate digital certificates for "digitally identifying" individuals, organizations, or "entities" involved in a Net transaction.


· A digital certificate is issued by a Certificate Authority (just like driver's licenses are issued by the Department of Motor Vehicles to identify people who are authorized to drive in that country or state).




· X.509 is the accepted standard for digital certificates.

· Usually the certificate authority is also a trusted authority, whom all parties to the Net transaction "accept" as a legitimate verifier of identification.  (The Department of Motor Vehicles is often the "trusted" authority accepted by airlines, liquor stores, and movie theaters worldwide!).


· A Directory Server to store the certificates, as well as any other specific information about that individual, organization, or "entity".


· On the Internet, a directory server provides "directory services", much like we would call the telephone company for "directory assistance" when we want to find out a person's telephone number.  In this particular case, we are asking for the directory server to deliver that person or entity's "public key" certificate. 

Because the Directory Server is the central repository for all digital certificates/ user information, and because digital certificates are so critical for securely and privately sending information over the "public" Internet, you can begin to see why it is important for our Host Access Platform to communicate with Directory Servers by speaking its language, LDAP!
Key Point:  Because survival in the Internet age requires you not only communicate internally, but also externally with your partners, suppliers, and customers, figuring out how to provide "outsiders" safe, trusted access to internal transactional systems is important.

Using a PKI, where all "participants" in "Net" transaction are identified by digital certificates (including servers!), communications can be made private and secure over the "public" and "free" Internet.

With a directory server providing centralized "directory services" about who we are dealing with, access to this critical resource will be key to answering the first 4 questions.  Once that's settled, Access Control Lists (ACL) can begin to answer the question, "What can I do?

Once all five questions are satisfactorily answered, the ultimate business goal for implementing single sign-on can be achieved.

For more information about PKIs, go to the online glossary, http://www.whatis.com/ , and check out their selected links.
Want to see your name in lights?  Shoot me an email or voicemail with your Sales QuickTip!

Have an insight, idea, question or, comment?  Go to our sales discussion and collaboration website:  http://soapbox.netmanage.com and let your voice be heard.
Good Selling!
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